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The University of Wolverhampton Information Security Committee identified security issues with staff
sharing confidential data via email or uploading to cloud services. To resolve these issues and to keep in
accord with the University of Wolverhampton - Policies and Regulations the committee have determined

that all confidential data that is shared must be encrypted and password protected. Encryption of
confidential data also provides protection from theft or loss of sensitive data and meets the current
Information Commissioners Office guidance on data handling and confidentiality.

The security of your data depends not only on the strength of the encryption method but also on the
strength of your password, including factors such as length and composition of the password. Security
also depends on the measures you take to ensure that your password is not disclosed to unauthorized
third parties.

The University provides 256-bit AES encryption standard provided by the WinZip encryption tool. This
meets all current NHS and UK government standards for the storing and sharing of sensitive data.

IMPORTANT NOTE - LIMITS OF EMAIL ATTACHMENT SIZE

Email attachments have a size limit which is generally applied across all email services. The limit is
applied both by the sender and the recipients email service. Therefore the first question that should be
asked: ‘Is the attachment less than 5 MB?’

If the Zip file size is less than 5 MB then simply attach the Zip file to your email as you would a normal
attachment, remember to send the recipient the password to open the file if you have encrypted the Zip
file.

HOW DO YOU ENCRYPT FILES IN A ZIP FILE WITH WINZIP?

WinZip is a software tool that allows you archive and compress files so that you can store or distribute
them more efficiently. The file types associated with WinZip are Zip files (.zip or .zipx) which are single
files, which contain one or more compressed files. Zip files make it simple to keep files together and
make transporting, e-mailing, downloading and storing data and software faster and more efficient.

WinZip gives you a choice of methods of how to encrypt files. This user guide will provide guidance on
how to do so.
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METHOD 1 — CREATING NEW ZIP FILE WITH ENCRYPTION - USING WINZIP

1. Launch WinZip from the Start menu.
Select the Create/Share ribbon tab and select Encrypt.
|
I B B s [ Nealp-
ENCRYPT
Actions
Browse & Manage Files Convert & Protect Files
i Foe You will see that the
:
P — P—————— Encrypt icon under
:luw“ B conventio o o ) Actions pane has now
-~ Empty Zip file L v o moved to ‘on’
muulmuu {'3 e - position
% Neswerk:
Q% Homegroup
3. Find the file(s) you want to encrypt using the “Files” pane on the left hand side of the screen.
You can select multiple files by selecting the checkboxes next to the file names
EI Y e |
tm-m-: Copytn Settings  View Help
S 1 EBEmLEB G Y
Protes toror o Gvad '8.:‘.3‘| N R e e ”.‘:..‘:‘.”“5’;.‘:‘"%!.‘:“ SELECT FILES
ulwmautu Addto 2ip Save Share 'WinZip Express
@ Sarnple Pictures > NewZip.zip Actions
Files » Librasies « —. » Public Pirtures Convert & Protect Files
‘When adding files to this 7ip file:
‘ G e o=l Click and drag the
g Feduce hotos O[] : :
Y p— files to the section
i apR——— T labelled “NewZip.zip”
: g Optons v or select the Add to
Dnm:?wa-mxs Zip icon
O a _Li_ghtrmusF )
5 tons- Add to Zip option
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4. You will be prompted to enter a password, click OK when complete

Encrypt |

I This password will remain in effect for all files that you add to or unzip from this Zip file |
until the Zip file is closed.

PASSWORD

PASSWORD POLICY: Password must be at least § characters long and contain at least one
number character (0-9).

Password requires 8
Enter password: characters,
| including at least

one number.

Re-enter passworgdfor confirmation):

Example: abghrlq7

De-select this checkbox to

make password visible

5. Click Ok at the below prompt which details the size of the file:

Add Complete T T—_— — 3

— — m—
Your files have been added. The files will be compressed and
encrypted when saved.
|
| Space savings: 9.00 KB (1%) |
Total files: R
Total size before compression: 221 MB
|
Total size after compression: 220 MB

Original Compressed

[[] Do net display this dialog in the future “

6. Save the file and exit.
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METHOD 2 — CREATING NEW ZIP FILE WITH ENCRYPTION - USING WINZIP QUICK MENU

NOTE: This method will only work if all files that need to be encrypted are in the same location

1. Viathe Start Menu browse to the file(s) that needs to be encrypted and converted into a Zip file,
select the file(s) by single right-click and you will be presented with a quick menu as per below.
If you need to select multiple files then hold the Ctrl key on your keyboard and single click on the relevant
files.

3 Zip and Share (WinZip Express)
B WinZip Add to Zip file...
Scan Koala,jpg fer Viruses and Spyware Add to Koala.zip Q U I C K MEN U
Restore previous versions Zip and E-Mail Koala.zip
Sendto Zip and E-Mail Plus...
. Configure Select WinZip and
ut
then select Add to
Copy
Zip file
Create shortcut
Delete
Rename
Open file location
Properties

2. You will be presented with the Add Files screen prompt:
aidries 7 IR T "NES
| . . . |

Select options for the files being added |
File name Destination ADD FILES
Type a name for the Zip file: Ch\Users\Public\Pictures\Sample Pictures\,
Compression Type Filters :
@® Zip: Legacy (max. compatibility) @ Nofiltering Amend file name
O Zipx: Best method (s t si O +*= Full Path and destination as
Encryption necessary.
[S[Encryp files] Select Encrypt files
Conversions Ensure Encrypt files
L Convert 12 PO > and click Add
D Reduce photos >
DWatermark >
Add [
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3. You will be prompted to enter a password, click OK when complete
Encrypt S e—
This password will remain in effect for all files that you add to or unzip from this Zip file
until the Zip file is closed. PASSWORD
PASSWORD POLICY: Password must be at least § characters long and contain at least one
number character (0-9).
Password requires 8
Enter password:
characters,
| including at least
Re-enter password (for confirmation): one number.
Example: abghrlq7
EHidethe password
4. Click Ok at the below prompt which details the size of the file:
‘Add Complet— T W i 4
Your files have been added. The files will be compressed and
encrypted when saved.
|
| Space savings: 9,80 KB (1%) |
Total files: 3 |
Total size before compression: 2.21 MB
Total size after compression: 220 MB
Original Compressed i
D Do net display this dialog in the future “
5. The zip file will automatically be saved in the directory of where the files have been selected
from
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ATTACH A WINZIP ENCRYPTED FILE TO AN EMAIL

There are multiple methods to attach an encrypted Zip file to an email.
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METHOD 1 — ATTACH AN ENCRYPTED ZIP FILE TO AN EMAIL — USING WINZIP

1. Launch WinZip from the Start menu.
2. Select the Create/Share ribbon tab and select Encrypt:

QB BNy

Select ‘Encrypt’

NewZip.zip Actions

\ksm.m

Browse & Manage Files Convert & Protect Files
ding files to this 7ip file:

Gl Frecuent Flcers = j—
Fral PRS-
Libracies )
Empty Zip file i CE
ﬁ gﬂﬁﬂ!luulﬁﬂﬁﬂ {'a et
@ e Drag f
Q% Hamegroup

w

3. Select and add necessary file(s) to the empty Zip file:

Desert
. 10072000+ 2650 Select files to encrypt
= BN orocs - ek
et
Koala

o n 14/07/2009 * 763 KB
Lighthouse
W] ey

[®] 3 itemish. H B

,memt

Empty Zip file
€ Options

A BB
tmnmwr :ema Settings  View  Heip w
g
-y B o1 .I. E Q = g 'E &., b & &
'MK TOKM Email  Socal Zip and 5nap and Scan and
nmm nm * Media um.nmg snn Share  Share  Share
ag lwm Added Auwap sm Share 'WinZip Express
@ Sample Pictures > NewZip.zip Actions
Files » Libraries » —. » Public Pictures Convert & Protect Files
oh = When adding files to this Zip file:
& I o00e - ssore ﬁ Frnpt On g

'.,. Convert to POF O [JT]

of [J—]

w

ENCRYPT

You will see that the
Encrypt icon under

Actions pane has now

moved to ‘on’
position

SELECT FILES

Click and drag the
files to the section
labelled “NewZip.zip”
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4.  You will be prompted to enter a password, click OK when complete
Enaypt I
I This password will remain in effect for all files that you add to or unzip from this Zip file |
unil the Zip file s closed. PASSWORD
PASSWORD POLICY: Password must be at least 8 characters long and contain at least one
number character (0-9).
Password requires 8
Enter password:
characters,
| including at least
Re-enter password (for confirmation): one number.
Example: abghrlq7
E Hide the password
PLEASE NOTE: Record password for sharing with the recipient of the file
5. Click Ok at the below prompt which details the size of the file:
Add Complete T — W www ww| 3 |
Your files have been added. The files will be compressed and
encrypted when saved.
|
| Space savings: 990 KB (1%) |
Total files: 3
Total size before compression: 221 MB I
| Total size after compression: 220 MB
|
Original Cempressed
[[]pe net display this dialog in the future “
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6. Your files are now ready to be shared via email:
Creale/Share | Copyle View  Help
Y@sr 1 BB ELwB B Y
T ot toror | crGwet | Gioua | b Messoning Shancs | Soare Smave e
Convert Files As They Are Added Iiﬂnh Save Share Winlip Express
® Sample Pictures NewZip.zip Actions
B G Convert & Protect Files
N When adding Rles to this Zap Ble:
O Eﬁa&m?ﬂ [ mpgm:‘ "mn:o: & v o [—
il - B e -
onvert bo on .
] > Procricntis B Levfnieg @ B S — located in the
- 14707200 » 756 K8 3 Options =
WinZi
Dﬂ m;:m 763 KB Save or Share Zip p
DE 14':.'1::&“»5“ B Sarve a
DE angums i
‘ Inidant meaging
(B 3 temis) 5. B 03 itemds)
7. You will be displayed with the following prompt:
WinZip | 2 |
@L What do you want to name the Zip file?
Marme for Zip file to share:
Select a suitable
WinZip Shared File 2006-07-07 11-51
D Ask me each time share an unsaved Zip: ile
click Continue
Continue
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8. The encrypted file is now attached to an email and you can complete the message:

|
BEH®Se 7 s

| MESSAGE | INSERT OPTIONS FORMAT TEXT REVIEW FlLE
el ¥ Cut gz o [mees = e = o5
i o | ax|E-g-e EE & ATTACHED
Paste i B I U ar. A- === == Address Check &
- & Format Painter - — T 7 77 77| Book Mames
Clipboard il iRasic Text Ml Nemes
BRI ... ik WinZip attaches the

1= _ | file to an email

[+ A9
Send - message ready for
: sending.

Subject | E-mailing: WinZip Shared File 2016-06-30 14-27.zip

Attached 12 winzip Shared File 7016-06-30 14-27.7ip (63 KE]

Remember...!

You need to supply the recipient with the password for the encrypted file — You need to
supply the recipient with the password for the encrypted file — Always send password to

recipient in a separate email.

for additional information and

9. Save Zip file if required and exit WinZip
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METHOD 2 — ATTACH AN ENCRYPTED ZIP FILE TO AN EMAIL — USING WINZIP QUICK MENU

1. Open Windows Explorer and browse to file(s) that needs to be encrypted and converted into a

Zip file:
I
to Bluetooth
3 Zip and Share (WinZip Express) Fl LE
@ WinZip Addto Zip file...
Scan Selected Files/Folders for Viruses and Spyware Add to Sample Pictures.zip SELECT'O N

Zip and E-Mail Sample Pictures.zip

Send to B L
Zip and E-Mail Plus...
Bt Configure
Copy. Right-click the

file(s) and select

WinZip, select Zip
and Email Plus...

2. You will be displayed with the following screen, amend the filename if required, select Encrypt
Zip file an click OK

T T T E—
M Zip and Email Plus

Zip file name ENCRYPT FILE

@ Use the name 'Sample Pictures.zip'
O Use this name:

Compression type
@ Zip: Legacy compression (maximum compatibility)

) Zipx: Best method (smallesh size) :
Select compression

type base on files
selected for Zip file

Reduce all selected piWeF before compressing
@ Keep original size
() 640 X 480

() 800 X 600

() 1024 X 768
(1280 X 1024

() 1600 X 1200

(1920 X 1080
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3.

You should be aware of the advant. and disadvantages of the
encryption methods befere using this feature, Please click "About Encryption” for
more information, particularly if this is the first time you are using encryption.

PASSWORD POLICY: Password must be at least 8 characters long and contain at
least one number character (0-9).

Enter password:

Re-enter password (for confirmation):

E Hide the password

Encryption method
O Zip 2.0 compatible (weak/portable)
() 12a-Bit AES (strong)
(®) 256-Bit AES (stronger)

About Encryption |

UNIVERSITY OF

WOLVERHAMPTON
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The following screen will be displayed, enter a password and click OK:

EEE v e el R

PASSWORD

Password requires 8
characters,
including at least
one number.

Example: abghrlq7

4. The encrypted file is now attached to an email and you can complete the message:

BEH®a* § =

| MESSAGE | INSERT OPTIONS FORMAT TEXT REVIEW
e Cut S | ol
i X T e x|=-£- o] EE &
E@ Copy
Paste o ) B I U ¥.A-|===|é& 3= Addess Check | A
- * Format Painter - Book MNames
Clipboard F] Basic Text ] Names

Fmﬁ).! MSecurity@wlv.ac.uk

=1
|
Send

|

Bee... |

Subject | E-mailing: WinZip Shared File 2016-06-30 14-27.zip

Attached

q_wmzm Shared File 2016-06-30 14-27.zip [63 KB

Remember...!

FILE
ATTACHED

WinZip attaches the
file to an email
message ready for
sending.

You need to supply the recipient with the password for the encrypted file — Always send
password to recipient in a separate email.

See the

for additional information and
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METHOD 3 — ATTACH AN ENCRYPTED ZIP FILE TO AN EMAIL — USING WINZIP EXPRESS

1. Launch WinZip
2. Select and add necessary file(s) to the empty Zip file:
|
ZIP AND SHARE
@ Sample Pictures Actions
B =t Comvert & Protect Files
. - When adding hles to this 2 file:
O T X 0o e | @ mow  orBEE
OO o - ek B e ] [ Select Zip and Share
B comertropor oo ]
O] Picacaciil Keslajpo B S —— from the Create/share
O] - ri— . ribbon tab
O] ] m':.m-mm B soens
O ‘aws-sun =
DR T e IER nstant messaging
B Social media
[ 3 temish 3o B [mEETET) Zip File: 3 ternls), 204 ME
3.  You will be presented with the Create New Zip File screen prompt:
\
| ’ Create New Zip File
CREATE NEW
ZIP FILE
Testzip.
>dVe Options Ensure Encrypt files is
STy . selected and click
Create New Zip File
[ Convert to PDF g
D Reduce photos > Dsom: s
DWalermark >
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4. You will be prompted to enter a password, click OK when complete

Encrypt I
| This password will remain in effect for all files that you add to or unzip from this Zip file |

untiltheZip file s closed. | PASSWORD

PASSWORD POLICY: Password must be at least 8 characters long and contain at least one
number character (0-9).

Password requires 8

Enter password:
characters,

including at least

Re-enter password (for confirmation): one number.
Example: abghrlq7

E Hide the password

5. The encrypted file is now attached to an email and you can complete the message:

]
EBEH® e s

| MESSAGE | INSERT OPTIONS FORMAT TEXT REVIEW

-ﬂ- X% cut R % FILE
Paste EB Copy abp . p .| == —|s=35= Address Check | A ATTACHED
W . BIU ¥ -A-|=== &=
- & Format Painter Book MNames
Clipboard &l  Basic Text T MNames

; From = TMSecurity@wlv.ac.uk
Slil | WinZip attaches the
| file to an email

Bec.. | | message ready for

Subject |E7malling ‘WinZip Shared File 2016-06-30 14-27.zip Sending.

Attached 12 WinZip Shared File 2016-06-30 14-27.zip (63 KB]

Remember...!

You need to supply the recipient with the password for the encrypted file — Always

send password to recipient in a separate email.

for additional information and
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METHOD 4 — ATTACH AN ENCRYPTED ZIP FILE TO AN EMAIL — USING WINZIP EXPRESS
QUICK MENU

1. Open Windows Explorer and browse to file(s) that needs to be encrypted and converted into a

Zip file:
|
& Zip and Share (WinZip Express) FILE
(9 WinZip b SELECTION

Scan Selected Files/Folders for Viruses and Spyware

Right-click the
file(s) and select Zip

and Share (WinZip
Express)

2. You will be presented with the Create New Zip File screen prompt:

CREATE NEW
ZIP FILE

ave Options

E :
Save Zip file to: Ensure Encrypt files

() Zipx: Best method (smallest size) My PC/Cloud is selected and click

Encryption Share as Attachment using: Create New Zip File
[9] E-rmait

— ¥ Share as Link using:

Conversions = e

DmeerltoPDF b DS _iM:sag 9

D Reduce photos > e

DWatermark >
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3.  You will be prompted to enter a password, click OK when complete

Encrypt |

| This password will remain in effect for all files that you add to or unzip from this Zip file |
until the Zip file is closed.

PASSWORD

PASSWORD POLICY: Password must be at least § characters long and contain at least one
number character (0-9).

Password requires 8
characters,

Enter password:

| including at least
Re-enter password (for confirmation): one number.

Example: abghrlq7

E Hide the password

6. The encrypted file is now attached to an email and you can complete the message:

BH®e ™ =

| MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW

i EEE; Jew | EE e & FILE
P, s | B L W& N == e Moemdhe & ATTACHED
Clighioard 18 Fhasieet Wil Mt

From = TMSecurity@wlv.ac.uk
o | = -
Send WinZip attaches the
e || file to an email
| message ready for

Subject | E-mailing: WinZip Shared File 2016-06-30 14-27.zip

Attached 13| WinZip Shared File 2016-06-30 14-27.7ip (63 KB)

sending.

Remember...!

You need to supply the recipient with the password for the encrypted file — Always

send password to recipient in a separate email.

See the for additional information and
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